INFORMATION TECHNOLOGY

WE
SAG LAMAR UNIVERSITY
2" Security Operations Center

macOS VPN SETUP AND CONFIGURATION GUIDE

This guide is intended to assist users in establishing a remote VPN connection to the Lamar University
network. Virtual Private Networking (VPN) gives the user an encrypted connection to the Lamar University
network. Passwords and other sensitive information will be securely transmitted over the Internet and into
the campus network. Traffic to and from the Lamar University network will be secure and permitted only
when using VPN.

Introduction:
Lamar University network access via VPN for macOS computer uses Fortinet’s Forticlient. Please read
these instructions and notes carefully prior to setting up the VPN on your macOS computer.

Requirements:

1) LEA 2-Step registration is required for all Lamar University users
2) Working internet connection.

3) Tested on macOS 10.14 Mojave

On campus: VPN client is not required.
Off campus: Must be connected over a working internet connection.
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STEP 1

If you have already registered with LEA 2-Step please skip this step.
Register for LEA 2-Step by visiting the link below and clicking on “Get Started with LEA 2-Step”
http://www.lamar.edu/lea2step.

LEA 2-Step + [v] = I{\

Something You Know Something You Have LEA 2-Step

LEA 2-Step is a two-factor authentication system that provides additional security for access to
Lamar University Information Systems.

Lamar University VPN Users will be using LEA 2-Step for access to VPN. Your LEA account will need to
be registered in addition to enrolling a device that you have. Instructions and information can be found at

http://www.lamar.edu/lea2step.

STEP 2

Download and run the installer located
on the Lamar University remote access
service web page for your platform.

o Downloading FortiClient
\@‘

FortiClientUpdate

STEP 3 ede L) Forticlient

Double click the downloaded installer and a @ FortiClient VPN For Mac OS X
dialog box will open. Please double click the
“Install.mpkg” to begin the installation.

?

o

You will get a

“FortiClientUpdate” is an app downloaded from the . Install
Internet. Are you sure you want to open it? Wamlng and
amn - l’
fllestorfortinet.com need to allow .
macOS to
E—T— -
execute the s

Show Disk Image . - Technical Documentation ninstal

file and click \

Cancel “Open” —

Don't warn me when opening applications on this disk image

Lamar - Sensitive
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& Install Forti

ent

& Introduction

@ License

® Destination Select
@ Installation Type
@ Installation

STEP 4

Select “Continue” to the welcome message.

® Summary

800

Welcome to the FortiClient Installer

FortiClient for Mac OS X is a unified security agent for computers
that integrates antivirus, SSL and IPsec VPN remote access, web
filtering, application firewall and vulnerability scan inte a single
software package. FortiClient for Mac OS X has a user-friendly
interface that allows for quickly setting up protection for your
computer.

Continue

& Install FortiClient

& Introduction

@ License

® Destination Select
® Installation Type

@ Installation

@ Summary

STEP 5

Select “Continue”
to agree to the License Agreement.

Software License Agreement

| English )

Fortinet Product License Agreement / EULA and Warranty Terms
Trademarks and Copyright Statement

Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc.,
and other Fortinet names herein may also be trademarks, registerad or otherwise, of
Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright & 2014 Fortinet, Inc., All Rights reserved. Contents and terms are
subject to change by Fortinet withaut prior notice. Mo part of this publication may be
reproduced in any form or by any means or used to make any derivative such as

i i ission from Fortinet, Inc., as

ar without p

stipulated by the United States Copyright Act of 1976,
Product License Agreement
The parties to this agreement are yau, the end customer, and either () where you
have purchased your Praduct within the Americas, Fartinet, Inc., or (i} where you
have purchased your Product outside of the Americas, Fortinet Singapore Private
Limited (each referred to herein as "Fortinet”) CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA’)
USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING
HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AND STAND-ALOME SOFTWARE PRODUCTS SOLD BY
FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS INANY
ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY.
AGREED TO IN AWRITING SIGNED BY THE GENERAL COUNSEL OF

ABTI LR INSTALLATION N9 AF ANY PROD

e
Go Back | |

Continue

To continue installing the software you must agree to the terms of the

software license agreement.

Click Agree to continue or click Disagree to cancel the installation and guit

the Installer.

Read License

Disagree

Agree

Lamar - Sensitive
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STEP 6

Depending on the version of
macOS you are using you may get
indications to permit additional
permissions for installation.

— i

pro—
'.r

Installer is trying to install new software.

Enter your password to allow this.

User Name: ||admin| |

Password: sesssssese

Cancel Install Software

VPN Guide - OSX

8006 @ Install FortiClient a
Standard Install on “disk01"
@ Introduction
@ License This will take 36.8 MB of space on your computer.
@ Destination Select Click Install to perform a standard installation of
. this software for all users of this computer. All

@ Installat 7 ) f

nstallation Type users of this computer will be able to use this
@ Installation software.
@ Summary

Customize

STEP 8

Depending on the version of
macOS you are using you may
get indications to permit
additional permissions for
installation.

™

P

STEP 7

Enter an administrator username and password.

— Installer is trying to install new software.
f_l"\
,.._l Enter your password to allow this.
User Name: administrator
Password: Iao.-----toaa- I
Cancel Install Software
@' "FORTICLIENTAGENT" NOTIFICATIONS mow

Motifications may include alerts, sounds, -

badges.

Options v

o

Don't Allow

Lamar - Sensitive
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& Install FortiClient 8

Installing FortiClient

Introduction
License
Destination Select

Installation Type Validating packages...

STEP 9 ® [nstallation

The installation process will begin

‘@00 @ Install FortiClient ad

The installation was completed successfully.

B Introduction

O License

© Destination Select

@ Installation Type
© Installation The installation was successful.

©® Summary
The software was installed. S I EP 1 O

Select “Close” to complete the installation.

Go Back Close

STEP 11 - T ~ q g -

Once the forticlient software is installed
Open FortiClient Console

you will have a forticlient Icon to the right
Shutdown FortiClient

of your menu bar.

Select the forticlient icon and choose Open
Forticlient console.

6 Lamar - Sensitive
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[ ] FortiClient

@ FortiClient VPN

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical support.

I acknowledge that this free software does not come with any product
support. | will not contact Fortinet technical support for any issues experienced
while using this free software.

STEP 13

Please click “Configure VPN*.

New VPN Connection

ven

Connection Name luvpn.lamar.edu

Description luvpn.lamar.edu
luvpn.lamar.edu

+Add Remote Gateway
Customize port 10443

Remote Gateway

Client Certificate | None

Authentication o Prompt on login O Save login

VPN Guide - OSX

STEP 12

This will open a new dialog box. Please click the
checkbox and “I accept*.

@0 FortiClient

@ FortiClient VPN

Upgrade to i itional features and rece ical support.

Configure VPN

STEP 14

Enter the following information in the fields for an
SSL-VPN connection. The save Login check box is
optional, you can put your LEA username in the
“Username” text field to save your username.

Connection Name luvpn.lamar.edu

D Do not Warn Invalid Server Certificate

Description
Remote Gateway
Customize port

luvpn.lamar.edu
luvpn.lamar.edu
10443

After you complete the fields indicated click “Add”.

Lamar - Sensitive
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LU VPN ACCESS
REQUIRES LEA-2-STEP
LU VPN ACCESS IS ONLY SUPPORTED
USING THE DUO MOBILE APP

STEP 15

Verify that “luvpn.lamar.edu” is selected
in the “VPN Name” field.

Enter your LEA username into the username field.
(Do not add @bmt or any other

sufﬁxes or preﬁxes) VPN Name | luvpn.lamar.edu e/
Username your_lea_username
Enter your LEA password into the password field. Paseword

STEP 16

Depending on the version of macOS you

are using you may have to permit the n A program tried to load new system extension(s)

forticlient software from the “Security & signed by “Feortinet, Inc". If you want to enable these
extensions, open Security & Privacy System

b cc 3 (13 (3
Privacy* in “System Preferences®. Preferences.

Please click “Open Security Preferences®.
Open Security Preferences m

System Extension Blocked

8 Lamar - Sensitive
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W FileVault  Firewall  Privacy

Alogin password has been set for this user = Change Password...

Security & Privacy a

VPN Guide - OSX

Require password = 5 minutes H after sleep or screen saver begins

Show a message when the screen is locked

¥ | Disable autamatic login

Allow apps downloaded from:

System software from developer "Fartinet, Ine" was blocked
from loading.

u Click the lock to make changes.

Security & Privacy 5]
General  FileVault  Firewall Bzl

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and

) feaptmon
. fctservetl

. fmon
E Installer

=
[ /] m Enrtirliant

+ —

M Speech Recognition

Accessibility

Input Monitoring

| Full Disk Access
| Files and Folders

- Screen Recording

PN Avtamatinn

e

Eﬁ Click the lock to prevent further changes Advanced...

certain administrative settings for all users on this Mac.

STEP 17

In the “Security & Privacy*
dialog box you need to click on
the lock in the lower right hand
corner to make changes. You will
be prompted for an administrator
account and password. After
unlocking please click the
“Allow* button.

Allow

STEP 18

In the “Security & Privacy* dialog box
please click on the “Privacy* tab. Please
ensure the checkboxes are checked. If
these are grayed out you will need to
unlock by clicking on the Lock in the
lower left hand corner and unlock.

FCAPTMON
FCTSERVCTL
FMON
FORTICLIENT

Lamar - Sensitive
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STEP 19 System Extension Blocked

If you see the following dialog box

please click “OK*. A program tried to load new system

extension(s) signed by "Fortinet, Inc”
that need to be updated by the
developer.

Leam Mﬂm‘.. “

STEP 20
STEP 21

You are now connected to

®eec0 Verizon & 10:47 AM __1} . .
Login Request the Lamar University VPN

Protected by Duo Security

FortiClient “

U=
\—
s*’ﬁ VPN Connected
Lamar University
Admin Panel

ey

jdoe@lamar.edu

VPN Name luvpn.lamar.edu
IP Address 140.158.71.61
Username  yaur lea usernama
00:00:17
Bytes Received 217.33 KB

Bytes Sent 102.56 KB,

Disconnect

140.158.55.222
Beaumont, TX, US

10:47:21 AM CDT
August 22, 2016
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